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SECTION 1: OVERVIEW
SERVICE OVERVIEW
InTechnology’s 2-factor Authentication Service offers a robust, flexible and
secure way to authenticate user connections requests to network devices. The
Authentication Service can be deployed on both customer managed and
InTechnology managed network devices. The Service offers a far more secure
and scalable alternative to static passwords.

SUMMARY
•
•
•
•
•
•
•

Far more secure than static or rotating passwords
Low per-token, per month charge
Highly scalable
Choice of Hardware or Software tokens
Highly resilient authentication platform
User database can be synchronised with Customer’s LDAP database
Fast, easy provisioning

•

Easy to use administration portal

SECTION 2: SERVICE DEFINITION
Multi Factor Authentication
Static passwords are notoriously susceptible to sustained guess attempts. It is
generally accepted that multiple factor authentication provides a significantly
more secure mechanism. In the case of the InTechnology service, authentication
is dependent on two factors; something the user knows and something the user
has. When prompted for authentication, the user inputs a pin-code they have
memorized plus the output from a ‘token’. The output of the token changes each
time it is used making repeated guesses virtually pointless.

AUTHENTICATION OF NETWORK DEVICES
InTechnology’s 2 Factor Authentication Service is designed to provide robust
authentication for network devices. Customers can configure their own network
devices to off-load authentication requests to the authentication platform.
Alternatively customers subscribing to InTechnology’s Managed Firewall Service
can enhance security of access attempts by subscribing to the optional 2 Factor
Authentication Service. The Service makes use of the RADIUS protocol for
communication between network devices and the authentication platform.
One common use of the service is to provide strong authentication of remote
users wishing to connect to the corporate firewall using IP-sec or similar tunnels.

ASSOCIATED AND COMPLEMENTARY SERVICES
For customers that do not have in-house skills to design & manage firewall
infrastructure (or choose not to regardless), InTechnology provides a Managed
Firewall Service.
Customers with large, changing or complex requirements to support remote
workforces can subscribe to InTechnology’s Secure Remote Access Service. The
Service delivers all of the required components (central tunnel termination,
central Internet access bandwidth, client software & strong authentication) to
provide an ‘all-in-one’ remote access service.
Furthermore, InTechnology provides a similar Remote Access Service which has
been approved by IGSOC for Healthcare professionals to access patient data on
the N3 network; this is called N3-SRAS.

TOKEN TYPES
InTechnology offers both Hardware and Software tokens.
The hardware token is an extremely robust device, having a steel outer shell. Its
low weight and size make it ideal for use on a key-ring or similar.
Software tokens can be deployed on both traditional PC’s, laptops etc. and also
on smart-devices. Software tokens reduce the cost of ownership as they are
easier to deploy and less likely to be lost.
InTechnology supports software tokens on the following Operating System
platforms:
Smart phone tokens
•
Iphone iOS 4.1+
•
Blackberry
•
Android 2.2
Software Tokens - Windows PCs (32/64 bit)
•
XP
•
Vista
•
Windows 7
•
2003 Server Family
•
2008 Server Family

RESPONSIBILITIES
As part of the Service, InTechnology performs the following functions:
• Configuration of customer environment on the platform
• Load token licenses onto the platform
• Despatches hardware tokens to a single customer location usually in a
single shipment
• Configures the platform to accept authentication requests from specific
Network Devices
• Maintain the resilient centralised authentication platform
The customer is required to perform all other functions including, but not limited
to:

•
•
•
•

Adding user details to the platform – and allocating each user a token
license
Trigger the software token allocation for each user or physically allocate
hardware tokens to users
Undertake user support and administration using the Administration Portal
(eg. user password re-set)
Return faulty hardware tokens to InTechnology (in batches)

PRE-REQUISITES
The centralised authentication platform is accessed via the Internet so
appropriately configured Internet access needs to be available at Network Devices
that defer authentication requests to the platform.

ORDERING & SERVICE SET-UP
The initial order for the service follows InTechnology’s standard order process.
Subsequent orders for additional users will also follow the standard process
however InTechnology anticipates enhancing the on-line Services Portal to include
orders for additional token licenses.
Under normal circumstances, initial and additional tokens would take no more
than 15 working days to commission on the platform.

REPLACEMENT FOBS
InTechnology will replace Faulty hardware tokens at no charge during the term of
the contract.
Hardware tokens can be purchased to replace those that are lost or damaged.
InTechnology will usually supply a small number of Hardware tokens at the start
of the contract that can be used as advance replacement for faulty tokens. When
this stock is almost depleted, the customer must return the faulty tokens, and
InTechnology will replenish the stock.
Customers with a large estate of hardware tokens are advised to order ‘spares’ as
part of the initial order for use as replacements for lost or damaged tokens.
Software tokens cannot be lost, damaged or become faulty; they can be reissued, as required, via the administration portal.

ADMINISTRATION PORTAL
As part of the Service, InTechnology provides access to an administration portal.
The customer’s help desk staff can use the portal to provide support to end users

according to the company’s internal SLA for straight-forward tasks, like user
password re-sets.

LDAP AGENT
An LDAP Synchronization Agent is available for customers to deploy in their
environment. Once installed, the LDAP Synchronization Agent monitors LDAP
groups for membership changes and updates user information on the
authentication platform to reflect these changes. The agent reads only basic
information from the directory and communication from the agent to the
authentication platform uses strong Encryption. Specific details of the LDAP
agent, including the directories that can be supported is available on request.

MONITORING
InTechnology periodically sends an authentication request from a remote device
to the platform to ensure that the platform is operating correctly and returning
authentication responses. Response time-out or authentication failure
automatically triggers the creation of a fault ticket, and the issue is subsequently
investigated by a skilled engineer.

SUPPORT
InTechnology staff support the platform, the administration portal and provide
system wide support to the customer’s help desk staff (but not individual users).

DOCUMENTATION & TRAINING
InTechnology will provide a User Guide and an Administrator’s guide. In addition,
InTechnology will provide telephone support as the customer adds the first few
users to the system via the administration portal.

REPORTING
An extensive selection of reports can be accessed from the Administration Portal
including, for example authentication history, token counts & inactive users.

CONTRACT TERM
Token licenses (the authentication service for a single token) run for a period of
36 months. In some cases, it is possible for InTechnology to offer alternative
terms but this must be agreed in writing by both parties before contract
signature.

SECTION 3: CHARGING POLICY
PROFESSIONAL SERVICES: DESIGN, DEPLOYMENT & INTEGRATION
Charging for the 2 Factor Authentication service consists of a, per token,
Recurring Charge which is payable monthly in advance.
InTechnology staff will undertake set-up / commissioning tasks as detailed below
during normal office hours (9:00 – 17:00 Monday to Friday excluding Bank
Holidays) without charge.
•
•
•
•
•

Initialisation of platform
Load user tokens onto the platform
Configure platform for Network Devices that will defer authentication
decisions
Supply of hardware tokens in bulk to a customer site
Service testing and internal documentation

Any customer requests for work to be completed outside of these hours
will be accommodated where possible and such work will be subject to
additional charge.
Other optional components that carry additional charges include, but are not
limited to:
•
•
•
•

Additional consultancy time required to address complex integration
requirements
Extra tokens required to replace those that are lost or damaged
Any Administrator training beyond that detailed above
Any documentation produced for the benefit of the customer detailing the
implemented solution

The Monthly Recurring Charge per token for the service incorporates:
•
•
•

Provision of and depreciation of any hardware tokens
Token license
Authentication Service platform support

HARDWARE OWNERSHIP
InTechnology remains the owner of Hardware tokens until the service terminates,
when ownership of Hardware tokens is transferred to the customer. The
Customer is required to dispose of Hardware tokens (in an ecologically sensitive
way) or return them to InTechnology in a single batch for disposal when the
Service Terminates.

MINOR CONFIGURATION CHANGES
InTechnology undertakes ‘change’ work on a ‘fair use’ basis (please see the
Customer Service Plan [CSP] for details), this meets the requirements of the vast
majority of customers. If we feel that a disproportionate amount of resource is
required to undertake change work for a particular customer, we will notify the
customer and subsequent work may be chargeable.
Changes are scheduled to be completed by InTechnology’s own engineers, using
a priority system with ‘Emergency’ changes undertaken first. ‘Non-emergency’
changes will usually be scheduled to be completed during office hours. If nonemergency changes are required outside of office hours, the request will be
accommodated where possible and may again be subject to additional charge.

SUPPORT
InTechnology supports products and services to meet the Service Level
Agreement which forms part of the contract. Any support requests beyond
this will be considered, and may be chargeable if implemented. For example, any
major reconfiguration work required on a customer’s systems/network to provide
a work-round fix for a customer ‘disaster’.

ADDITIONAL CHARGING
If additional charging is necessary:
•
•
•

Where possible, we will issue an estimate for any chargeable work in
advance.
The figure will be calculated based on the ‘standard’ or ‘out-of-hours’
rate for the type of work and consultancy/engineering skills required
Travel and/or other expenses will be detailed separately when
applicable

As an illustration, please refer to the pricing below:

Project specific quotes are available on request. Discounts may be available when
‘multi-day’ service bundles are purchased.

SECTION 4: SERVICE LEVEL AGREEMENT
The Service Level Agreement for the 2 Factor Authentication Service is based on
the Percentage of time that the platform is available for use.
SERVICE AVAILABILITY
Service Availability is measured using the periodic dummy authentication polls
and the percentage availability is calculated by the InTechnology Network
Management System. The percentage availability is reported on a monthly and
‘last 12 months’ basis. The Service Level Agreement offered is that over a 12
month period, the percentage uptime will be at least 99.99%.

SERVICE CREDITS
After the Authentication Service has been in place for 12 months, the customer
may claim any service credits due.
A service credit will be awarded if the availability has fallen below the specified
minimum availability percentage averaged over the last 12 months, as reported
by the InTechnology Network Management System, adjusted for the following
instances:
•
•
•
•

Service unavailable due to planned or emergency maintenance or during
the maintenance window specified in the Customer Service Plan (CSP)
Loss of Internet connectivity from the network device to the authentication
platform
Faults traced to the customer.
Service unavailable due to contractual service suspension or to Force
Majeure

Planned maintenance can involve a temporary suspension of part or all of the
services in order to enable InTechnology to undertake vital remedial,
maintenance or upgrade work. Controlled outages will always be notified to the
customer at least 7 days in advance and be planned in such a way as to have
minimum impact on the customer's operations.
Emergency maintenance required as a result of identifying a problem through
ongoing monitoring and management, that could potentially cause an outage or
failure of the service, will be notified to the customer at the earliest possible time
and be managed in such a way as to have minimum impact on the customer's
operations.
Any service credits due are calculated as follows:
If the availability of a site, measured over 12 months, is lower than the
committed figure, a proportionate amount of the annual charge will be refunded
by way of a service credit. The proportion will be the committed availability
percentage minus the achieved availability percentage. For example, if the
committed availability is 99.99% and the achieved availability is 99.0%, the
service credit is 0.99% of the annual charge.

