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Managed Firewall Service Definition
Service Background
It is important to note that the function of any firewall service is to filter traffic coming into
the network (also called border protection) based upon pre-determined criteria. No
firewall can protect against all protocol or application weaknesses and new software
vulnerabilities are discovered all the time. All servers protected by a firewall should be
administered with the same level of vigilance as if the firewall were not present.
Service Outline
The InTechnology Managed Firewall Service provides customers with a firewall configured
to their requirements to provide control of access to servers and networks. The Managed
Firewall Service is designed for passive defense. The Service will provide restrictions on the
source and destination TCP/IP addresses and service ports that are allowed to pass
through the firewall.
The service offers:
o

Market leading firewall technologies.

o

Single device or full failover dual device solutions are available.

o

Site-to-site VPNs between multi firewall vendors.

o

Remote client VPN (for home workers)

o

Network address translation to hide the Customer's network addresses from the
Internet.

o

Fully configurable rule base managed by InTechnology's trained professionals.

o

Advice and guidance on effectiveness of implemented security.

o

Includes 10 change requests per month; each change request can have up to 5 rulebase changes.

o

InTechnology’s Managed Firewall Service can work in conjunction with a customer
provided WebSense server to provide web content filtering.

Firewall Options
Cisco Systems ASA devices are most commonly deployed as part of the InTechnology
Managed Firewall Service. Cisco produce a number of chassis to meet the needs of
Customers wishing to deploy firewall devices at SOHO sites through to very large corporate
head offices. These are E3 approved enterprise firewall solutions from the worldwide leader
in networking for the Internet.
Generic Firewall Configuration

InTechnology provides, configures and maintains all managed firewall hardware and
provides a standardised software installation with bespoke rules configured to meet the
Customer's operational requirements. It is recommended that prior to implementing any
firewall solution the Customer undertakes a full security review. One component of this
security review should be the creation of a network security policy, which will form the
basis of the firewall rulebase.
Default Security policy (applied by InTechnology)
o

All outbound traffic is permitted

o

All inbound traffic is denied

Installation/Configuration Consultancy
The Service includes a basic level of security policy development from InTechnology's
technical specialists, the aim of which is to understand the required network traffic
restrictions, identify and document network objects and applications, and to agree
appropriate access controls. The standard consultancy time required for this installation
will be under half a day. Should the installation have special requirements e.g. proprietary
equipment requiring access through the firewall additional consultancy may be required
and charged accordingly.
Software Licenses
License options vary with the chosen platform and are dependent on the number of hosts
to be protected, the number of interfaces to be enabled and the role of the firewall in a
high availability configuration. All licensing costs are included in the monthly service
charge.
Virtual Private Networks
InTechnology supports IP-sec VPN connections to PIX, ASA and other firewall devices
where compatibility exists.
InTechnology cannot guarantee the compatibility of the VPN service with firewalls. Where
compatibility does exist then the following VPN connections will be available to each
customer:
o

IPSEC authentication based upon shared secret passwords

o

IPSEC encryption using 56-bit DES (3DES may be available subject to conditions
being met).

InTechnology manages all firewall solutions via a dedicated interface or sub-interface on
the firewall. Within an InTechnology data-centre, the 'management' vlan connects directly
to the firewall. Were a firewall is installed on a customer site, it is imperative that the site
is connected to the InTechnology network using the LANnet Service. The LANnet
connection hosts the management link for the firewall.

NAT and PAT
The firewalls are configured to translate addresses as part of the standard security
implementation. Depending upon the number of addresses available and the required
functionality, NAT, PAT or a combination of the two may be deployed. It is not always
necessary to translate the addresses of traffic on VPN tunnels.

Monitoring
InTechnology will monitor the firewall on a 24/7 basis for availability and critical events
(these include hardware failures, environmental alarms etc)
Faulty units hosted in an InTechnology data centre will be replaced within 4 hours, units on
customer sites will ordinarily be replaced the next working day.
Customer Responsibilities
o

Customer must provide his own DNS server for resolving internal addresses.

o

Changes to the firewall will only be actioned from pre-agreed authorised technical
contacts. It is the Customers' responsibility to ensure that InTechnology have an
up-to-date list of autorised technical contacts at all times.

o

The Customer is responsible for defining the security policy for their organisation.

o

The customer should be administered servers and other devices with the same
level of vigilance as if the firewall were not present.

Limit of Liability
It should be recognised that it is not possible to create a secure system that guarantees
absolute security when that system is exposed to network and physical access.
Security vulnerabilities can arise through many causes. A firewall cannot protect against
application or web server software faults on an application that is published to the
Internet. For example, "Code Red" which is an HTTP embedded worm / virus would pass
through a firewall unimpeded unless port 80 is blocked.
InTechnology recommends that the Customer makes regular use of security scanning
services and applications to monitor network and application security. InTechnology must
be notified in writing of any such scans and prior agreement must be obtained.
InTechnology can not take responsibility for network weakness resulting from poor rulebase implementation instigated by the Customer by way of a change request.
InTechnology will offer good advice at the implementation stage but it is extremely easy to
weaken security by submitting an ill thought out change request. If InTechnology’s support
staff believe that a rule-base change request compromises the security of the Customer’s
network, InTechnology may ask the Customer to sign a disclaimer stating that they wish to
go ahead regardless of the advice offered; in extreme cases staff may refuse to implement
the change.

Service Delivery
InTechnology service delivery staff will review the proposed rule base with the customer
and provide feedback and recommendations as required.
During the implementation phase the customer will be provided with a Firewall Change
Request form. This form should be used to submit rulebase changes requests throughout
the duration of the contract.

Implementation of Change Requests
Minor configuration changes (e.g. firewall rule additions and modifications, changes to a
site IP address and addition of static IP routes) are considered to be part of the managed
service and are included as part of the monthly service charge. InTechnology undertakes
this work on a ‘fair use’ basis and this accommodates the requirements of the vast
majority of customers. If InTechnology determines that a disproportionate amount of
resource is required to undertake change work for a particular customer, InTechnology will
notify the customer and subsequent work may be chargeable. Changes are scheduled to
be completed by InTechnology engineers using a priority system with ‘Emergency’ changes
undertaken first. Non-emergency changes will usually be scheduled to be completed during
office hours; any (non-emergency) changes required to be completed outside of office
hours will be accommodated where possible and such work may be subject to additional
charge.
All change requests will be analysed by an InTechnology engineer to ensure that the
change is not likely to adversely impact the level of security provided.
The validation and consequential implementation or rejection of change requests will be
performed Monday to Friday between 8 am and 6 pm, with a target completion time of 48
hours of receiving the request.
All change requests must be submitted by a valid Customer technical contact in
accordance with the InTechnology change request submission procedure. If an
InTechnology security engineer cannot validate a request, the request will be put on hold
and the Customer will be contacted within 24 hours. InTechnology will wait for the request
to be ratified by a known superior contact. The Customer is solely responsible for
providing accurate and current contact information of designated contacts.

PROFESSIONAL SERVICES: INCLUDED & ADDITIONAL CHARGES
Design, Deployment & Integration
For the Managed Firewall service, InTechnology’s set-up charge includes the following
components:
•
•
•
•
•
•

Pre-sales consultation
Hardware procurement
Firewall configuration
Project management
Firewall installation (in Data Centre or on Customer site)
Service testing and internal documentation

InTechnology will undertake this work during normal office hours (9:00 – 17:00 Monday to
Friday excluding Bank Holidays).
Any customer requests for work to be completed outside of these hours will be
accommodated where possible and such work will be subject to additional
charge.
All other components will carry additional charges, including, but not limited to, the
following items:
•
•
•

Any consultancy required to plan migration from, or integration with, an existing
network.
Any work required to make sites ‘ready’ for new service (e.g. Cabling or
configuration of existing devices).
Any documentation produced for the benefit of the customer detailing the
implemented solution.

Minor configuration changes
Minor configuration changes (e.g. firewall rule additions and modifications, changes to a IP
address and addition of static IP routes) are generally considered to be part of the
managed service and are included as part of the monthly service charge. InTechnology
undertakes this work on a ‘fair usage’ basis (As detailed in the InTechnology Customer
Service Plan [CSP]). Changes are scheduled to be completed by InTechnology engineers
using a priority system with ‘Emergency’ changes undertaken first.
Support
InTechnology supports products & services to meet the Service Level Agreement which
forms part of the contract. Any support requests beyond this will be considered, and
may be chargeable if implemented. For example, any major reconfiguration work required
on a customer’s systems/network to provide a work-round fix for a customer ‘disaster’.
Additional Charging
If additional charging is necessary:
1. InTechnology will issue an estimate.
2. The customer is required to agree to pay for such work before it can begin.
3. The figure will be calculated based on the ‘day’ or ‘out-of-hours’ rate for the type of
work and consultancy/engineering skills required.

As an illustration, please refer to the pricing below:

Project specific quotes are available on request. Discounts may be available when ‘multiday’ service bundles are purchased.

Managed Firewall Service Level Agreement
This Service Level Agreement defines the terms and scope of our commitment to provide
you with professional top-quality end-user managed security services.
The Service Level Agreement for the Firewall Service is based on the Percentage of time
that the service is available for use.

Service Availability
In calculating firewall availability and time to restore service the following circumstances
are excluded:
o

Service unavailability as a result of contractual service suspension.

o

Service unavailability due to faults on the Customer's side of the Managed Firewall
Service including power or network failure.

o

Faults that do not affect delivery of the Managed Firewall Service.

o

Service unavailability due to planned maintenance or reboots as a result of policy
changes.

Customers are provided with a committed average availability as listed below:
Availability

Service Component

Equivalent Downtime per
month

99.5%

Single Managed Firewall
hosted at an InTechnology
data centre

3 hours 39 minutes

99.0%

Single Managed Firewall
hosted at a customer site

7 hours 18 minutes

100%

Dual Firewall in failover
mode hosted at an
InTechnology data centre

0 minutes

100%

Dual Firewall in failover
mode hosted at a customer
site

0 minutes

In the dual firewall set up with failover, should one of the firewalls fail, InTechnology will
repair or replace the failed firewall as soon as possible. The failure of one firewall that does
not affect the overall service will not constitute a service failure.
Although the table details average downtime per month, it may not be possible for
InTechnology to replace a faulty firewall on a customer’s site within this monthly average;
therefore a single managed firewall on a customer site will be replaced next working day.

For purposes of measuring availability performance against SLA, availability is calculated
each month. Service Credits are available where the service at a site fails to achieve the
committed average availability for that month (as outlined below).
Services are unavailable at a site when a qualifying fault has occurred and the qualifying
fault is still continuing at the time of reporting by the Customer or notifying by
InTechnology. For sites with failover, service is unavailable during the period when
qualifying fault exists simultaneously on both primary and failover devices at the site. The
period of unavailability is the time to restore (TTR) for the qualifying fault. The TTR for
each qualifying fault is the time from customer notification to the time when the fault is
rectified and the service is restored. At all other times the service is deemed to be
available.
The availability of the Service is measured over a month and is defined as:
Availability (%) = (Total Hours in Month - Total period of unavailability x 100% ) / total
hours in month
Note: for the purposes of this calculation 1 month = 1/12th of 365 days. Month periods
will be measured from the 1st day of the commencement date of the contract.
Planned Maintenance
Planned Maintenance can involve a temporary suspension of part or all services, in order to
enable InTechnology to undertake vital remedial/maintenance or upgrade work.
Controlled outages will always be notified to customers at least 7 days in advance and be
planned in such a way to have minimum impact on customer operations. Controlled
outages will not be classified as qualifying faults.
InTechnology reserves the right to carry out emergency planned works to maintain the
integrity of the network and prevent the occurrence of a more prolonged failure. This may
result in a shorter notification period.
Definition of Out of SLA
The Service will be deemed to be outside of the SLA if any of the Service components
defined in this SLA are less than the stated availability. Availability is expressed as a
percentage and defined in this SLA document.
Service Credits
The Service credits set out in this Service Level Agreement are the only remedy available
to the Customer for a breach of the performance levels, except where the Customer is
entitled to terminate the Agreement inline with the agreed terms and conditions.

InTechnology shall pay to the Customer by way of service credits, a sum equal to one
hour's Service Charge (exclusive of VAT) for each full-completed hour in excess of the SLA
based on the following calculation.
Hours in Excess of SLA x (Monthly Firewall Charge / 720) = Service Credit

